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• Defining System Security Architecture

• Workstation Security

• Security bastions



Defining System Security Architecture

• Security architecture is a view of overall system architecture

from a security perspective. It provides insight into the security services, 

mechanisms, technologies, and features that can be used to satisfy system 

security requirements. 

• It provides recommendations on where, within the context of the overall system 

architecture, security mechanisms should be placed. The security view of a 

system architecture focuses on the:

• System security services and high-level mechanisms

• Allocation of security-related functionality

• Identified interdependencies among security related components, services, 

mechanisms, and technologies

there are many different systems, and thus there are different architecture models. 



Defining System Security Architecture

A security architecture is comparable to the dashboard: its role is to ensure the vital 

functions of all areas of the IS Security Perimeter by ensuring the security 

information properties (CIA) based on security measures whatever the state the 

information (PST)



Defining System Security Architecture

• The first step in designing a security architecture is to set appropriate 
requirements for business and norms.

• In many cases, security arrangements conflict with strategic objectives. 
Defining the appropriate security level for a system then becomes an art.

• That a security system has no value if it does not meet the functional and / 
or financial needs of the company: Strategic alignment

• That a security system does not inspire confidence if it does not meet the 
normative requirements (ISO, PCI-DSS): Normative alignment

• Moreover, it is impossible to guarantee that a system is against any 
potential danger.  Hence, as soon as a new vulnerability is identified, it 
must be updated or modified appropriately.



Defining System Security Architecture
• This architecture is essential if one wants to take into account all the security problems 

of a company.

• It makes it possible to identify the minimum security criteria for each of the elements

• Also allows to harmonize the level of security in all dimensions

Security Policy

A document that states how an organization plans to protect its tangible and intangible 

information assets

• Management instructions indicating a course of action, a guiding principle, or 

appropriate procedure

• High-level statements that provide guidance to workers who must make present 

and future decisions

• Generalized requirements that must be written down and communicated to others



Policy Elements

• Statement of Authority – an introduction to the information security policies 

• Policy Headings – logistical information (security domain, policy number, name 

of organization, effective date, author, change control documentation or number)

• Policy Objectives – states what we are trying to achieve by implementing the 

policy 

• Policy Statement of Purpose – why the policy was adopted, and how it will be 

implemented



Policy Elements

• Policy Audience – states who the policy is intended 
for

• Policy Statement – how the policy will be 
implemented (the rules)

• Policy Exceptions – special situations calling for 
exception to the normal, accepted rules

• Policy Enforcement Clause – consequences for 
violation

• Policy Definitions – a “glossary” to ensure that the 
target audience understands the policy



Workstation & Server Security
Securing a LAN begins with the workstation. Whether locking down a personal 

machine or securing an enterprise system, sound security policy begins with 

the individual computer. After all, a computer network is only as secure as its 

weakest node.

Evaluating Workstation Security

BIOS and Boot Loader Security

Administrative Controls

Available Network Services

Personal Firewalls

Security Enhanced Communication Tools



Evaluating Workstation Security

When evaluating the security, from hard to soft ware of a workstation, consider the following:

• BIOS and Boot Loader Security — Can an unauthorized user physically access the machine and 

boot into single user or rescue mode without an authentification factor (password, certificate, 

biometry, …)?

• Authentification factors — How secure are the user account passwords and/or certificates on 

the machine?

• Administrative Controls — Who has an account on the system and how much administrative 

control do they have?

• Available Network Services — What services are listening for requests from the network and 

should they be running at all?

• Personal Firewalls — What type of firewall, if any, is necessary?

• Security Enhanced Communication Tools — Which tools should be used to communicate 

between workstations and which should be avoided?



Evaluating Workstation Security

• BIOS and Boot Loader Security

• BIOS Passwords

• Boot Loader Security

• Password Protecting GRUB

• Administrative Controls

• Allowing Admin Access

• Disallowing Admin Access

• Limiting Admin Access

• Available Network Services

• Identifying and Configuring Services

• Insecure Services

• Personal Firewalls

• Security Enhanced Communication Tools



Precautions

Protect Workstations and Servers against physic risks

Limit the number of attempts to access an account.

install a software "firewall" and limit communication ports

use regularly updated antivirus;

provide an automatic session lock procedure

View the dates and times of the last connection;



Precautions

install critical updates to operating systems and applications without 

delay;

update applications when critical vulnerabilities have been identified 

and corrected;

Never installing unauthorized software on workstations.

Adopt Protection ring on Workstation (OS,OS1, I/O, App)

Data backup

Encryption of hard disks

Use secure protocols as much as possible.

Serve one type of network service per machine as much as possible.



Security Bastions

• Firewalls

• Pare-feu réseau

• Pare-feu Applicatif: Proxy

• Système de détection d'intrusion



Firewalls

A Firewall isolates organization’s internal net from larger Internet, allowing 
some packets to pass, blocking others. https://tools.ietf.org/html/rfc1918

Security Bastions

Why:
prevent denial of service attacks:
prevent illegal modification/access of internal data.
allow only authorized access to inside network 
 two types of firewalls:

application-level
packet-filtering 



Where Do You Put A Firewall?

• Between insecure systems & the Internet

• To separate test or lab networks

• For networks with more sensitive data;

• Financial records

• Student grades

• Secret projects

• health data

• Partner or joint venture networks



Network Firewall



Network Firewall



Network Firewall



Packet Filtering: Summary

IP Source Address

IP Destination Address

Protocol/Next Header (TCP, UDP, ICMP, etc)

TCP or UDP source & destination ports

TCP Flags (SYN, ACK, FIN, RST, PSH, etc)

ICMP message type

Packet size

Fragmentation

MAC Address

Different Types Of Filtering
• Stateless filtering
• Stateful firewall



Network Filtering Policies

• How a firewall system works ?

A firewall system contains a set of predefined rules that allow:

• Allow the connection(allow);

• To block the connection (deny);

• Reject the connection request without 

notifying the transmitter (drop).

Network Firewall



Different Types Of Filtering
• Stateless filtering (ACL)

A firewall system can work on the principle of stateless filtering. It analyzes the 

headers of each data packet (datagram) exchanged between an internal network 

machine and an external machine.



Different Types Of Filtering
• Stateful firewall

Stateful or dynamic firewalls rely on some connection-oriented protocols (Ex: TCP)

In this way, from the moment an authorized machine initiates a connection to a 

machine located on the other side of the firewall; all packets transiting as part of 

this connection will be implicitly accepted by the firewall (No need for a reverse 

ACL).



Exmple: IP Tables The origin of the packet determines which chain it 

traverses initially. There are five predefined. 

Predefined chains have a policy, for example 

DROP, ACCEPT. 

• PREROUTING: Packets will enter this chain 

before a routing decision is made.

• INPUT: Packet is going to be locally delivered. 

• FORWARD: All packets that have been routed 

and were not for local delivery will traverse this 

chain.

• OUTPUT: Packets sent from the machine itself 

will be visiting this chain.

• POSTROUTING: Routing decision has been 

made. Packets enter this chain just before 

handing them off to the hardware.

By default there are three tables in the kernel that 
contain sets of rules.
• The filter table is used for packet filtering.
• The nat table is used for address translation.
• The mangle table can be used for special-purpose 

processing of packets.

This example show how to add two rules to allow ssh access to 
your system from outside.
# iptables -A INPUT -i eth0 -p tcp --dport 22 -j ACCEPT
# iptables -A OUTPUT -o eth0 -p tcp --sport 22 -j ACCEPT

[root@centos6 ~]# service iptables stop
[root@centos6 ~]# service iptables start



LIMITATIONS:
• Access to the external network bypassing the firewall is 

always possible and constitutes a security breach.

• The introduction of external storage media on internal 
network machines or laptops can be highly detrimental to 
the overall security policy. (Stuxnet, Equation ...)

• Part of the internal network is likely to be accessed from the 
Internet (web server, mail server, public FTP server, etc.). 
However, as the firewall blocks all connections initiated 
from the outside, it is necessary to set up an isolated system 
opened from the internet: DMZ!





DMZ : DeMilitarized Zone

• The DMZ acts as a "buffer zone" between the network to be protected 

and the hostile network.

• The security policy implemented on the DMZ is usually as follows:

• Traffic from the external network to the DMZ authorized ;

• Traffic from the external network to the internal network forbidden ;

• Traffic from the internal network to the DMZ authorized ;

• Traffic from the internal network to the external network 

authorized ;

• Traffic from the DMZ to the internal network forbidden ;

• Traffic from the DMZ to the external network denied.



DMZ : DeMilitarized Zone

The DMZ, therefore, has an 

intermediate level of security, but this 

level is not enough to store critical data 

for the company.



Some Solutions

•Netfilter/IPTables (IPCop, PfSense, Smoothwall)

•Microsoft ISA server

•Cisco ASA (Filtering, VPN, IDS, Proxy, ....)

• FortiGate

• Sophos

• Palo alto



APPLICATION FIREWALL: PROXY
Application filtering is  at the Application layer. For that, one must of course be able to extract the 

data of the protocol of level 7 to study them. The queries are processed by dedicated processes, for 

example a request of type Http will be filtered by an Http proxy process. The firewall will reject any 

requests that do not conform to the protocol specifications. This implies that the proxy firewall 

knows all the protocol rules of the protocols it has to filter.

Benefits of Using Proxy Servers

• IP Address Is Hidden

• Access Geo-Blocked or Restricted Content

• Load Times is Reduced

• Malicious Websites Can Be Filtered Out



CAPTIVE PORTAL
A captive portal is a Web page that the user of a public-access network is obliged 

to view and interact with before access is granted. 

Captive portals are typically used by business centers, airports, hotel, coffee 

shops, and other venues that offer free Wi-Fi hot spots for Internet users.

When a potential user first logs on to a network with a captive portal, a Web page 

is encountered that requires certain actions before Internet access is granted. 

Example: A captive portal forces the user to at least look acceptable use policy 

(AUP) page, and then click on a button indicating agreement to the terms of the 

policy.



•How to protect the DeMilitarized zone?



IDS/IPS

 An Intrusion Detection System (IDS) is a 

mechanism for detecting abnormal or 

suspicious activity on the target being scanned 

(a network or a host). It allows to know about 

successful attempts as failed intrusions.



IDS/IPS

• There are three major distinct families of IDS:

• Network-Based Intrusion Detection (NIDS), which 

monitors the state of security at the network level.

• Host-Based Intrusion Detection Systems (HIDS), which 

monitor the security state of the hosts.

• Hybrid IDS, which use NIDS and HIDS for more relevant 

alerts.



IDS/IPS

•An NIDS is divided into three main parts: 

capture, signatures and alerts.

•Network IDS (NIDS)

•Snort

•Check Point

•CISCO ASA

•Eudemon (Huawei)



Advanced Intrusion Detection
• Security Information and Event Management (SIEM) provide real-time analysis of 

security alerts generated by applications and network hardware.



•Who can enter my network, my Applications?


